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Abstract
Online peer-to-peer (P2P) lending financial products have been developing rapidly in recent years. This investment method is
designed for people free of high-rate debts. However, the lending and borrowing affairs between anonymities may potentially
produce risks, including wash sale and money laundering. Apart from the well-documented research on the causal factors and
economic influence of the P2P lending market, limited attention has been paid to the risk management of individual P2P lending
platforms. This study presents a visual analysis method that detects and analyzes risks in P2P lending transactions. Moreover, we
evaluate our approach on real-world P2P data sets and report our findings.
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1 Introduction

The Internet has become a powerful force in accelerating fi-
nancial innovation. Peer-to-peer (P2P) lending market is an
Internet-based financial product developed in the era of e-
commerce. P2P lending market anonymously matches lenders
to borrowers entirely online and provides borrowers with
loans of relatively low interests and lenders with relatively
high returns. To achieve successful and secured borrowing
and lending, P2P lending intermediaries should verify the
credit and financial states of lenders based on personal infor-
mation and payment histories and filter out unqualified bor-
rowers. A P2P lending platform divides a large sum of loan
requirements into small loan components and assigns them to

lenders who provide loan offers. In general, borrowers can
avail of loans at rates lower than those provided by banks.
Meanwhile, lenders can obtain higher returns than saving in
banks. P2P products considerably stimulate the financial mar-
ket potential. P2P lending services provide mutual benefits,
given that they support ordinary individuals in the community,
particularly those who are unqualified for traditional bank
loans, free from high-rate debts. It also satisfies those with
urgent needs, such as medical treatments, small business,
and education.

Zopa, which is the first P2P lending platform, was
launched in the UK in 2005. Eventually, its business model
inspired many imitations all over the world.

In China, at the time of writing, the outstanding balance in
the P2P lending industry has reached 1.29 trillion yuan (≈
2000 billion dollars) [27]. Most P2P lending companies have
had immense success. At present, the initial business model of
P2P lending has been modified or reformed by leading com-
panies, such as Prosper (2006, USA), Lending Club (2007,
USA), and Paipaidai (2007, China), based on their respective
domestic regulations.

However, P2P lending, operated entirely online between
anonymities, is favored by financial criminals in conducting
Ponzi schemes, credit fraud, and money laundering. These
illegal activities have been jeopardizing the P2P lending in-
dustry. According to WDZJ (www.wdzj.com), by the end of
March 2018, the cumulative number of platforms is 6081, of
which 4198 platforms become bankrupt or involved in risky
events [27]. Chinese P2P lending markets have, however,
made great contributions to solving the difficult problems of
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financing for small- or medium-sized enterprises. Therefore,
P2P lending industry plays a vital role in the development of
China’s economy, and thus being able to control the systemic
risks of P2P lending industry. How to assist and guide the P2P
lending industry is of critical importance.

Economists focus on modeling P2P lending credits and
optimal loan rates using traditional statistical methods.
Limited academic attention has been paid to detecting the
characteristics of illegal behavior. This paper presents a meth-
odology and toolkit of a visual analysis for P2P lending man-
agers to detect abnormal behaviors that may involve illegal
activities.

2 Related work

Prior studies have clearly indicated that borrower anonymity
could lead to latent trading risks in the P2P lending business.
Chen et al. [6] determined that overdue behaviors are likely to
show when borrowers have low incomes or live in low eco-
nomic conditions. The increased borrower overdue instances
in P2P lending transactions result in substantially strict scru-
tiny by systems, such as the Securities Act of 1933. Zhang and
Liu [38] reported the rational herding effect in P2P microloan
markets. Wei and Lin [35] compared two most popular mech-
anisms in P2P lending, i.e., auction and posted price, from
several profiles such as market participants, transaction out-
comes, and social welfare. Gonzalez and Loureiro [13] indi-
cated that P2P loan success is related to personal characteris-
tics of lender and borrower, such as attractiveness, age, and
gender.

The evidence of significant racial disparities is also found
by Pope and Sydnor [28]. For example, in loans listing with
photos, blacks are 25 to 35% less likely to receive funding
than the whites with similar credit profiles. Herzenstein et al.
[16] studied data from the P2P lending website Prosper.com
and reported that borrowers’ identity claims in narrative forms
influence lender decisions. A recent research by Ge et al. [11]
suggested the borrowers’ social media information could be
used for credit screening, default reduction, and debt
collection. However, most scrutiny systems focus on regular
financial activities rather than criminal behaviors that are
demonstrated intentionally by taking advantage of loopholes
in a financial platform. Therefore, these scrutiny systems are
hardly capable of prohibiting fraudulent investment activities,
such as the Ponzi scheme.

Users in the P2P lending market show herding behaviors.
For example, lenders in Prosper.com, an online P2P lending
market, are likely to bid on loans with numerous existing bids
[15]. Zhang and Liu [38] obtained evidence that lenders
tended to make decisions by relying heavily on the previous
selections of other investors.

Mainstream research focuses on the effect of borrower and
lender behaviors on interest rates and the likelihood of funding
[33]. Iyer et al. [19] found that soft information was important
for P2P lending in Prosper. They also found that the interest
rates bidding by lenders could identify the default more accu-
rately than other certifications, such as credit scores.
Hildenbrand et al. [17] reported that the perverse incentives
were not fully recognized by the Prosper market and some
group leaders wrongly bid, for their leader rewards, resulting
in lower interest rates on high-risk loans. Freedman and Jin [9]
employed social network analysis to learn how the lenders in
Prosper markets respond to a particular type of soft informa-
tion represented by their social ties. Further studies by
Freedman and Jin [9] found that when the group leader re-
wards were discontinued, the group and related social ties
changed as well. Via social connections, Lin et al. [23] report-
ed that the friendships of borrowers could help them not only
being funded but also with lower default rates.

Lenders and borrowers have built para-social relationships
via a P2P lending platform. Their friendships affect their per-
ceived trustworthiness. Friendship improves the possibility of
successful funding and reduces the interest rate on funded
loans [23]. Bachmann et al. [3] conducted an empirical re-
search on the credit scores of borrowers and other factors to
identify the determinants of interest rates in the P2P lending
market in China. Yum et al. [36] studied P2P lending in
microfinance for which borrowers were unbankable. Thus,
signals on the creditworthiness of new borrowers are extreme-
ly limited. Puro et al. [30] introduced a borrower decision aid,
facilitating the formalization of the decision-making process
of lenders or borrowers. These studies investigate the related
factors but do not measure the effects of these factors.

Several P2P lending platforms have even built their internal
social networks. Therefore, numerous studies have been fo-
cusing on social networks in the P2P lending platforms and
the associations of social factors and financial indicators.
Those studies employ ordinary least square (OLS) regression
analysis in their empirical studies. Berger et al. [2] analyzed
the roles of intermediary users and concluded that they would
facilitate the reduction of information asymmetries. Greiner
and Wang [14] used the elaboration likelihood model (ELM)
and suggested a trust-building mechanism among consumers
to reduce risks. Matsubara [25] utilized the game theory to
propose a protocol for studying last-minute bidding.
Freedman et al. [8] determined the similarities and differences
on information verification issues between social networks
and the P2P lending market.

Kou et al. [22] proposed the multiple criteria decision-
making (MCDM) method to evaluate several clustering algo-
rithms of financial data sets. Their experiments confirm the
effectiveness of the MCDM method in analyzing real-life
credit and bankruptcy risks. Other researchers usedmathemat-
ical tools. Ceyhan et al. [5] presented a model based on the
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temporal progression of bidding to predict the success of loan
requests. In this model, the authors focus on analyzing numer-
ous features and are concerned on the extent of signals that
would affect the market sentiments. To determine the relations
between the social behavior and money lending, we also refer
to Freedman and Jin [8] on the structure and function of a
complex network.

3 P2P lending process and graph
representations

Our study focuses on discovering abnormal transactions and
users to support risk control of P2P lending platforms by iden-
tifying fraud. The business model of the P2P lending market
varies slightly in different countries. In countries with
established credit systems (e.g., FICO), the P2P lending plat-
forms could identify the risk exposure based on user credit
records. In contrast, information asymmetry in countries that
lack credit systems makes risk control a challenge.

A few years ago, the Chinese government led the establish-
ment of a credit rating system. Only a few large financial
enterprises or state-owned organizations are authorized to ac-
cess personal credit information. Most P2P lending platforms
in China lack the authority to access such information.

Since 2015, the government approved several leading fi-
nancial enterprises, such as Alipay and Tencent, to start credit
investigation. Then, the P2P lending platforms could access
the users’ credit data via collaboration. However, only 2 years
of credit records are far from enough for P2P lending plat-
forms to make informed decisions. Compared with the
American and European markets, the P2P lending markets
in China access asymmetrical information, thereby involving
substantially unpredictable risks.

3.1 Data sources

Over 500 P2P lending platforms have been established in
China (CBC News Finance Research Center 2013 [4]). The
current study collected data of over 2000 users, 15,000 loan
submissions, and 60,000 bid submissions from RenRenDai,
one of the largest online P2P lending platforms in China.

A user in RenRenDai can register as a lender and borrower.
Borrowers submit their loan requests. The maximum loan
amount is determined by the borrower credit points and repay-
ment capability. RenRenDai divides a submitted loan into
several small equal portions and invites lenders thereafter to
bid for one or more portions of the loan. A loan is successfully
completed when all portions are bided before the deadline.
Otherwise, the process fails. The process flow of a P2P loan
is shown in Fig. 1.

The legitimate lender-borrower relationships are presented
in Fig. 2a, where lender A invests a loan to a borrower B. In this

figure, a circle represents a lender or a borrower and an arrow
indicates the fund direction from lender to borrower. A lender
can invest with more than one borrower (see Fig. 2b) and more
than one lender can invest with one borrower (Fig. 2c). When
borrowers with unpaid debt lend money, the lending relations
become a chain structure or a graph structure (see Fig. 2d–i).

We use these loan relationships as basic structures to com-
pose substantially complex structures expressed as graphs.

3.2 Fraud cases visualized

P2P lending platforms should prohibit three types of user ac-
tivities, namely, Ponzi scheme, credit fraud, and money laun-
dering. Each of these user activities has a specific user rela-
tionship structure. A Ponzi scheme is sustained with continu-
ously joining new investors.Welshers attract investors by high
profit promises and use new investments to pay interests.
Investors should attract numerous new investors to obtain
their investments. Thus, a Ponzi scheme structure is similar
to a pyramid (see Fig. 3a). Users involved in a Ponzi scheme
start from random positions, connect to their nearby users, and
gradually move up levels. The Ponzi structure would eventu-
ally become a swirl at the top level (see Fig. 3b).

P2P lending is such a new concept that most people do not
know the process details.Welshers therefore take advantage of
this fact to implement a Ponzi scheme. They absorb money by
promising investors with high interests. The payments of
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Fig. 1 Flowchart of a loan transaction
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interests are actually collected from other investors’ lending.
Welshers could collect a large amount of money by repeating
these operations. Eventually, welshers disappear with money,
leaving the investors’ P2P lending accounts full of debts.

In the case of credit fraud, welshers fake as many good loan
records as possible to obtain a maximum loan amount. They
organize a group of P2P lending market users to consummate
many internal loan transactions (see the red flow in Fig. 4),
thereby forming a cycle.

Money laundering occurs when welshers use a P2P lending
platform to disperse “dirty”money by investing many lending
transactions. They lend their “dirty” money to other accounts
under their control with an extremely low rate for which no
investor would bid. Thereafter, they clean their money by
receiving payments. In this process, money laundering

welshers organize many borrowers to borrow from target
lenders for extremely short terms. These lenders return the
capital and interest on time. Lenders and borrowers act

A

C B

…

Fig. 4 Fund flow of a typical case with high fraud risk
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frequently in the short term. To avoid risks, money laundering
welshers act as borrowers to lend money to one another (see
Fig. 5). Using the information on the P2P lending platform,
we can detect abnormal transactions that are similar to the
money laundering structure.

The three types of illegal activities occur in a short period,
during which the involved users are generally active.

We infer the features of fund flows, loan relationships, and
clustering of certain users that may suggest suspicious trans-
actions by analyzing the pattern of illegal behavior. Therefore,
we may detect potential risks as follows:

a. Find the most active users and their trading groups.
b. Find groups with members who are closely related.
c. Simulate the fund flows between users.
d. Identify the characteristics of suspicious fund flows.

4 Graph layout and multi-cluster analysis

We develop a spider program to simulate user browsing and
collect user information and trading data from RenRenDai
over a few months. We have successfully collected over
15,000 user information (including location, income, educa-
tion, personal assets, lending history, and credit points) and
over 60,000 bid data (including total amount, each bid
amount, biding status, interest rate, and terms of borrowing).
Table 1 shows the details of the data.

We use the force-directed algorithm [29] and K-means
clustering algorithm [18] to represent the information clearly
and intuitively and to visualize the loan relationships, which
bear similarity to social network relationships.

4.1 Layout algorithm

Force-directed graph drawing algorithms assign forces among
the set of edges and set of nodes of a graph [10]. Spring-like

attractive forces based on Hooke’s law are typically used to
attract pairs of endpoints of the graph edges toward each other.
Repulsive forces, similar to those of electrically charged par-
ticles based on Coulomb’s law, are simultaneously used to
separate all pairs of nodes. After achieving equilibrium states
of forces in the system, the edges tend to have uniform lengths
(because of spring forces) and unconnected nodes tend to be
drawn further apart (because of electrical repulsion). Edge
attraction and node repulsion forces can be defined by func-
tions as required, apart from the physical functions of the
springs and particles.

For RenRenDai data, nodes represent users U = {u1, u2,
…, un}, lines L = {l1, l2,…, lm} indicate lending relationships
between users, and the force vi (i = 1..m) is modeled as the
lending amount. Figure 6 shows a P2P lending force-
directed graph that reaches the steady condition (i.e., equi-
librium state).

Lenders

Dirty 

money

Lend

Return 

Interests 

Clean 

money

Return 

Principal

Fig. 5 Fund flow in money laundering

Table 1 P2P lending data features

Features Descriptions

Lender background
information

User ID, gender, age, marital status, city of
residence, education info, housing situation,
vehicle situation, bank debt info

Lender credit
information

Credit points, lending history, current debt

Lending transaction
information

Total amount, bid amount, time limit, start time,
ending time, progress, loan purpose

Fig. 6 Force-directed graph of P2P lending data
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4.2 Clustering

The graph layout via the force-directed algorithm does not
show different user groups. We wish to divide users into five
groups according to their lending amounts, to be aligned with
the five-star credit ratings of RenRenDai.

Given the above graph layout, we first obtain the center of the
entire graph by calculating the average of all the nodes’ coordi-
nates in the graph and then cluster users in the following steps:

a. Randomly select five users as five cluster centers.
b. Calculate the distances between each user’s lending

amount vi and the five cluster centers.
c. Assign each vi to the cluster whose center has the shortest

distance to vi.
d. Calculate the center for each cluster as the new center and

repeat step b until the clusters become steady.

The above algorithm divides users into five clusters (or
groups) at the end, so that we could color them differently in
our visualization.

5 Results

The RenRenDai data is clustered and visualized in Fig. 7. The
Y-axis represents the lending amount, calculated by the lend-
ing amount minus the borrowing amount. The X-axis repre-
sents the distance between the average lending amount and
each user’s lending amount.

Each point represents an account (a user) on a P2P lending
platform. Discrete points in the peripheral belt represent users
without loan records (see Fig. 7). The central portion refers to
users with loan records. All points are color-coded based on
the lending amounts on which credit rates are determined, and
thus, five groups are classified. The top 20% credit rated users
are purple, followed by yellow, blue, green, and red. The five
groups include proportionally 5.5, 3.96, 7.95, 10.43, and
72.15% of users. In general, the user accounts located in the
center are more active than those on the edge.

5.1 Summary

The graph layout and clustering algorithms clearly illustrate
the user groups and place the most active users in the center.
The next section presents our method for visualizing the rela-
tionships between users.

6 Fluid model based on visual analysis

P2P lending platforms provide opportunities for users to in-
teract with one another, by reading the profiles, comments,

and replies of other users and following them. Such relation-
ships could be represented as a network, where users are con-
nected by bidding loan requests. Similar to predicting infor-
mation diffusion, lending network could predict risks in the
P2P lending market by analyzing loan flows. P2P lending bids
are also time-varying activities. Data evolution in a period is
important for activity analysis. Dynamic graph or graph ani-
mation is one of the appropriate methods to visualize time-
varying data. Archambault and Purchase [1] proved that ani-
mation could improve task performance when the stability of
dynamic graph drawing is high.

Since 1979, the force-directed method [29] adopted geom-
etry and physical models to express network structures, such
as graph drawing. Subsequently, scholars developed force-
directed models, electric field models, and flow models to
analyze graph structures, such as social networks and infor-
mation diffusion data [31, 34], and predict the trend of devel-
opment. There are many other information diffusion models,
such as tractable models [21] and CTIC and CTLT models
[32]. In particular, dynamic physical models can stably pres-
ent a balanced status after a process of evolution. Choustova
[7] proposed a socioeconomic model for financial market
based on Schrödinger’s theory. Liu et al. [24] presented the
Lattice Boltzmann method (LBM) fluid model to analyze and
predict the trend of information diffusion of social networks.
They mapped the number of retweeting and number of fol-
lowing users into driving forces and particle velocity and
established an information diffusion simulation model based
on the LBM fluid model. Their model represents users as
nodes and information flow as curves between users in a 2D
enclosed space. The shapes and locations of nodes and curves
may reveal the information diffusion trend.

P2P lending shares similar information diffusion process
and user structures as those for social networks, thereby sug-
gesting the feasibility of using the LBM fluid model on the
P2P lending analysis.

6.1 LBM-based fluid dynamic model

LBM is a classical fluid dynamic simulation model that origi-
nated from the lattice gas automata (LGA) method. LBM di-
vides an enclosure space (2D/3D) into several equal lattices.
Liquids in this enclosure space are mapped into nodes scattered
in the lattices [37]. The driving force on liquids acts on each
node. We can employ the Navier–Stokes equations to calculate
the vector sum force of all nodes in one of the lattices to its
neighbors. The status of the lattice approximates the physical
properties with liquids. The current liquid status could be sim-
ulated by those lattice statuses calculated from the previous step.

Different LBM models that consider the directions of lattice
and spaces are available. A popular method of classifying the
LBM models is DnQm. “Dn” means n dimensions and “Qm”
represents them speed directions, such asD2Q5,D2Q9,D3Q19,
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Fig. 7 User clusters
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and D3Q27. Figure 8 shows a D2Q9 model that represents a
lattice structure with nine speed directions in a 2D space.

Nine arrows indicate nine liquid speed vectors directing to
the neighboring lattices. LBM assumes liquid as many micro-
particles in space. The nine vectors are also contributors to the
nine-pointed lattices by microparticle collision between neigh-
boring lattices. The D2Q9 model shows that each node in the
lattice has nine particle contributions. Thereafter, a consecutive
stream can be calculated by several steps and applied to
scattered rules. The main idea of the LBM method is using
discrete kinetic equations to represent dynamic Boltzmann.
Discrete kinetic equations include the two steps of collision
and ballistic streaming [26]. The collision equation is as follows:

f a r; t þ 1ð Þ ¼ f a r−ua; tð Þ þ Tb f b r−ub; tð Þf gð Þ ð1Þ
where ua is the vector that represents particle contributions to the
momentum:

ua ¼ cos π
a−1
3

� �
; sin π

a−1
3

� �� �
; a ¼ 1;⋯; 9 ð2Þ

where fa is the distribution function for lattice particles, t is the
time step, and r and r− ua are distances of a lattice and its
neighboring nodes, respectively. These distances are inversely
proportional to the relaxation time and determined by speed.
The streaming equation is defined by:

f i r þ vi; t þ 1ð Þ ¼ f i r; tð Þ ð3Þ
where vi is the velocity vector that points to the neighbors.

Constrained by the bounce-back boundary conditions, the
packages, which are going out, reflect opposite momenta.

6.2 Fluid dynamic model for information diffusion

Liu et al. [24] designed a fluid dynamic model to analyze the
information diffusion on social networks. They compared the
information diffusion and tsunami shock wave traveling and
discovered their similarity when they were explained using
entropy theory. They adopted the LBM method to simulate
information diffusion based on this discovery. This method is
combined with the KK algorithm of Kamada and Kawai [20]

to improve the speed for drawing large graphs. In fluid simu-
lation, nodes in a lattice represent liquid. Lattice evolution is
driven by the liquid forces of the lattice.

The LBM method can also be used to compute the liquid
density in fluid simulation, thereby indicating the information
diffusion trend between social network users. Liu et al. [24]
designed a streamline chart to visualize information density,
thereby clearly representing the general information diffusion
trend of many social network users (see Fig. 9).

6.3 Fund flow model on P2P lending

We use the LBM method to simulate P2P lending due to the
similarities in user relations and behavior between a social net-
work and P2P lending. A relationship is establishedwhen social
network users comment or follow others. Similarly, a relation-
ship is established on a P2P lending platform when a requested
loan has a successful bid. This structure of users and their rela-
tionships can be illustrated as a graph, where nodes represent
users and edges represent the relationships between nodes.

The LBM method has two particles in the lattices. We
present a fund flow (FF) model, where lattices represent users
and driving forces represent the trend of user lending requests.
The trend is a vector determined by the user lending directions
and amounts (see Fig. 10).

1

23

4

5 6 7

8

9

Fig. 8 D2Q9 model

Information 
Streamline

Force
Direction

Fig. 9 Generating information streamlines (D2Q9 model)

Fund Flow 
Line 

P2P Lending 
Bid Direction

Fig. 10 Generating fund streamline (D2Q9 model)
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In Fig. 10, the nodes represent users, the black arrows and
linking nodes represent the lending relationships, and the or-
ange lines represent the lending trend of these users. The node
that lends money is shown as a field.

E ¼ k*M=r2 ð4Þ
where E is the field strength,M is the amount of lending from
the node, r is the distance from a lender node to a borrower
node, and k is the scale coefficient.

(a) (b)

(c) (d)

(e) (f)

Fig. 11 Visualizing evolution

Table 2 Visual elements in the FF model and their meanings

Features Implication

Length of segment Bid amount

Segment color—purple Trend lines of general transactions

Segment color—orange Trend lines of huge transactions

Node color—green Inactive users*

Node color—blue Active users

*Users who never lend or borrow money

Pers Ubiquit Comput (2018) 22:825–838 833



Each node has its own field, the strength of which is deter-
mined by all the nearby nodes in the same lattice. The LBM
model indicates that every node contributes strength to the
field of its lattice. When the lattice edges are short, the corre-
sponding field strength is smooth.

The initial status shown in Fig. 11a is the first state after
completing the aforementioned steps. We consider fund
change a step rather than a time step in the LBM method.
The FF model evolves systematically and the final status rep-
resents the FF time sequence of the P2P lending process.

(a) LBM-based FF visualization 

(a) P2P lending market multi-cluster visualization 

Fig. 12 Visualization of real-world P2P lending data
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6.4 Visualization design

In an electric field, lines represent the direction of low potential.
No physically visible line exists in any electric field. We use FF
to draw field lines to indicate the fund trend among users in the
P2P lending market by mimicking the electric field lines.

We use dashed lines rather than solid lines to highlight the
evolving processes. Dashed lines extend per segment, with
each segment representing the further development from the
current status during evolution. Table 2 shows the mapping
relationships of the visual elements and semantics in the FF
model.

We render the entire evolving process of all transactions,
including 33 steps, as shown in Fig. 11. Figure 11a shows the
initial status (second step, 1% of all the participants).
Figure 11b–e (fifth to tenth steps, 20–99%) shows the inter-
mediate status. Figure 11f shows the final status.

Figure 11 indicates that the users participated in lending at
the beginning and over 70% of users were involved in lending
thereafter. Dotted purple lines spread and cover an increasing
area, thereby indicating an increasing trend of successful lend-
ing transactions. Dotted orange lines spread rapidly in the same
direction. Initially, all users are in the same status, thereby show-
ing only the basic information of the borrowers. In Fig. 11a, the

(a) (b)

(c) (d)

(e) (f)

Fig. 13 Heat map of the eye
tracking experiment
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ten individual active areas indicate that only a few users initially
invested. Thereafter, the nearby users become active.

In the later stage, most users are active. Early users generate
more transactions than the later ones. Eventually, swirls ap-
pear gradually in several areas, thereby suggesting the circu-
lation of FF and suspicious activities. Swirls indicate FF
among a small group of users and imply increasing costs be-
cause the P2P lending platform charges every transaction.
Swirls among small groups reveal an abnormal phenomenon.

Apart from rendering the aforementioned six stages, our
approach can also animate along a time line. This animation
can be performed by automatically synthesizing all the time
step images to construct a movie. The entire evolution can be
played at any rate and stopped at any time.

In Fig. 12a, blue nodes indicate regular users and green
nodes indicate active users. The three active user clusters with
orange lines imply that these users generate a strong FF. Swirl
flows circulate within small groups, indicating abnormal phe-
nomena of potentially high risks.

Figure 12b shows the result of the multi-cluster analysis.
The most active users are clustered into three pink groups at
the center. This result corresponds well with the three orange
areas in the visualization of the FF model. The results of the
multi-clusters and FCM indicate that the most suspicious
fraud activities could be filtered easily. Our case study has
confirmed the feasibility and effectiveness of our visual anal-
ysis method in predicting risks by analyzing loan relation-
ships, transaction frequencies, and directions of FF. The
LBMmethod enables our FF model to show visually intuitive
results for the P2P lending analysis.

Swirl flows could potentially identify intuitively abnormal
activities via visualization. However, normal users and risk
users are mixed. It is difficult to divide the swirl flows accurate-
ly according to the types of users. As a future work, we plan to
use a machine learningmethod to identify potentially risk users.

Our implementation is on a PC with an Intel i7 5600 proces-
sor and 8G memory. The FF model on 10 K users and 60 K
transactions runs in 5min. On a faster processor or GPU-enabled
PC, it would take much shorter time and thus could support real-
time rendering of the visualization. This would allow real-time
alert to regulators for any risk activities on such a P2P platform.
Without such visualization, it is almost impossible to identify
risk activities from the vast amount of P2P transaction data.

7 Evaluation and discussion

In general, line charts are used to visualize financial data,
where only two attributes could be represented. However,
abnormal features cannot be easily presented in over three
dimensions typically found in the P2P lending activities.
One of the most important aspects of our study is to evaluate
how useful our visualization approach is compared with

traditional methods. The most important abnormal feature is
swirl flows. It is a qualitative analysis that relies on users’
subjective judgments. Eye tracking is therefore considered
an effective evaluation for this type of visualization [12]. To
analyze the user’s foci and attention [34], we conduct an eye
tracking experiment to evaluate our approach.

A total of ten college students with different majors
volunteered to participate in this experiment. We used a Tobii
T60XL eye tracker to track the eye movement of each partici-
pant when viewing Fig. 11a–f. They were introduced with the
basic design of the FF model. The entire FF model process has
33 steps. The six pictures indicate the different statuses of the
entire process from 1 to 99%. Status i is the initial status of 1%
and ii to vi are statuses of 20–99%. Each picture is shown for
15 s. The participants were asked to identify any unusual area or
features at the end of the viewing. All positions of the partici-
pant foci and the time on themwere recorded by the eye tracker.

Among various representations of the recorded data, we
use a heat map to discover the location of the participants’
interest on the pictures (Fig. 13)

Figure 13a–f clearly demonstrates that red points approxi-
mately appear in four divided areas. These four areas are
marked as hot zones A, B, C, and D in Fig. 14 and blended
based on Fig. 13a–f.

In Fig. 14, zones B and C are extremely close; thus, they
can be considered one. The three hot zones can be obtained
through the eye tracking experiment. This result proves the
effectiveness of the visual analysis conclusion of the FFmodel
(Fig. 12a). After the hot zone division was proven, we applied
the hot zone division rules to all the images of the eye tracking
experiment (see Fig. 15).

Fig. 14 Hot zones marked on the blending heat map
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Hot zone B covers two of the three swirl flow areas in red
and zone A covers one area in a cool color. The recognition
results of the eye tracker experiment on the divided zones and
abnormal features are compared with the FF model visualiza-
tion (see Table 3).

Table 3 shows that the participants can effectively notice
the active areas and primary abnormal features of the FF mod-
el without any other indications. Financial risks constantly
exist in any financial activity. Our study provides an intuitive
and easy approach to identify risks by determining the abnor-
mal activities in the P2P lending market.

Table 3 Comparison of the FF model and eye tracking experiment

Type FF
model

Eye tracking
experiment

Discrimination
rate (%)

User clusters 3 3 (4*) 100

Abnormal features
(swirl flow)

3 2 66.7

*Four zones recognized, two of them combined to one

(a) (b)

(c) (d)

(e) (f)

Fig. 15 Hot zones of the different
statuses
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8 Conclusion

Although the FF model has been proven beneficial, one of its
limitations is that it still requires users to manually identify
abnormal features through our visualization. In future studies,
an automatic or semi-automatic detection mechanism should be
investigated, with interactive tools added into our visualization.
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